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This is the documentation for a workshop on Amazon Web Services, offered at UC Davis (and broadcast online) on
March 7, 2016. The workshop page is here.

Contents 1


https://dib-training.readthedocs.org/en/pub/2016-03-03-aws-br.html
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CHAPTER 1

Start here: Start an Amazon Web Services computer:

Click here to go to the workshop etherpad
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4 Chapter 1. Start here: Start an Amazon Web Services computer:



CHAPTER 2

Full table of contents:

Start an Amazon Web Services computer:

This page shows you how to create a new “AWS instance”, or a running computer.

Start at the Amazon Web Services console (http://aws.amazon.com/ and sign in to the console).

0. Select “EC2 - virtual servers in the cloud”

Amazon Web Services

SErETS Developer Tools Internet of Things
EC2 CodeCommit AWS loT
irtual Servers in the Cloud Store Code in Private Git Repositories Connect Devices to the Cloud

EC2 Container Service CodeDeploy
Run and Manage Docker Containers Automate Code Deployments Game Development
Elastic Beanstalk = CodePipeline Gamelift
Run and Manage Web Apps % Release Software using Continuous Delivery w  Deployand Scale Session-based Multiplayer Games
Lambda
Run Code in Response to Events Management Tools Mobile Services
CloudWaich %1 Mobile Hub
Storage & Content Delivery Monitor Resources and Applications “®" Build, Test, and Monitor Mobile Apps
‘ CloudFormation F Cognito
Scalable Storage in the Cloud Create and Manage Resources with Templates J User Idantity and App Data Synchronization
ofts CloudFront CloudTrail dn Device Farm
"g® Giobal Content Delivery Network Track User Activity and AP| Uisage WP Test Android, FireOS, and i0S Apps on Real Devices in
- J— the Cloud
£ Elastic File System FREVIEW & Config . .
g Fully Managed File System for EC2 ¥ Track Resource Inventory and Changes === Mobile Analytics
‘ ¥ Collect, View and Export App Analytics
. Glacier . OpsWorks port App Anaiyt
Archive Storage in the Cloud Automate Operations with Chef . SNS
) Push Nofification Service
s Import/Export Snowball ‘ Service Catalog
Large Scale Data Transport Create and Use Standardized Products
. lication Services
‘ Storage Gateway @ Trusted Advisor Appl
Hybrid Storage Integration Optimize Parformance and Security Hl AP| Gateway
A Build, Deploy and Manage APIs
Database Security & Identity - AppStream
. & Low Laten ication Streamin
RDS Identity & Access Management <y Appl a
Managed Relaticnal Database Service Manage User Access and Encryption Keys O CloudSearch
‘ . Managed Search Service
. DynamocDB il Directory Service De
Managed NoSQL Database we Host and Manage Active Directory - Elastic Transcoder
. - Easy-to-Use Scalable Media Transcodin
4= ElastiCache @ Inspector PREVIEW o ey ¢
=~ In-Mamory Cache T~ Analyze Application Security ‘
§ Email Sending and Receiving Service
Redshift WAF ¢ “
Fast, Simple, Cost-Effective Data Warshousing Filter Malicious Web Traffic == SQS

Resource Groups Leamn more

A resource group is a collection of
resources that share one or more tags.
Create a group for each project,
application, or environment in your
account.

Additional Resources

Getting Started ('
Read our documentation or view our
training to learn more about AWS.

AWS Console Mobile App [

View your resources on the go with our
AWS Conscle mobile app, available from
Amazon Appstore, Google Play, or iTunes.

AWS Marketplace &'

Find and buy software, launch with 1-Click
and pay by the hour.

AWS re:Invent Announcements '

Explore the next generation of AWS cloud
capabilities. See what's new

Service Health

Q All services operating normally.



http://aws.amazon.com/
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1. Switch to zone US West (N California)

AWS ~ ices v Titus Brown v | N. California + | Support +
EC2 Dashboard Resources ¢ Account Attributes ¢
Events 4
Tags You are using the following Amazon EC2 resources in the US West (N. Galifornia) region: Supported Platforms
Reports 0 Running Instances 0 Elastic IPs ECE
VP
Limits 0 Dedicated Hosts 0 Snapshots
= INSTANGES 0 Volumes 0 Load Balancers Resource ID length management
Instances 0 Key Pairs 1 Security Groups ; .
Additional Information
Spot Requests 0 Placement Groups
Reserved Instances _ Getting Started Guide
Commands x Documentation

‘ Easily deploy Ruby, PHP, Java, .NET, Python, Node.js & Docker applications with Elastic Beanstalk.

Dedicated Hosts All EC2 Resources

= IMAGES Forums
Create Instance )

AMIs Pricing

Bundle Tasks To start using Amazon EG2 you will want to launch a virtual server, known as an Amazon EC2 instance. Contact Us
=) ELASTIC BLOCK STORE _

Launch Instance

Volumes AWS Marketplace

Snapshots Nota: Your instances will launch In the US West (N. California) region Find free software trial products in the
=] NETWORK & SECURITY . AWS Marketplace from the EC2 Launch

Security Groups Service Health ¢ Scheduled Events ' wizard,

" Or try th lar AMIs:

Elastic IPs Service Status: US West (N. California): riry these popular ANls

Placement Groups

Key Pai P @ US West (N. California): No events Tableau Server (10 users)

ey Pairs This service is operating normally Provided by Tableau

Network Interfaces Rating #####

Auailahility Zana Staties

@ Feedback (@ English Privacy Policy ~ Terms of Use

2. Click on “Launch instance.”

3. Select “Community AMIs.”

AWS ~ ~ Titus Brown ~  N. California v Support ~
1. Choose AMI 2. Ghoose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review
Step 1: Choose an Amazon Machine Image (AMI) Cancel and Exit

An AM| is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by
AWS, our user community, or the AWS Marketplace; or you can select one of your own AMIs.

Quick Start 1to 22 of 22 AMIs
My AMis Amazon Linux AMI 2015.09.2 (HVM), SSD Volume Type - ami-d1f482b1
Amazon Linux  The Amazen Linux AMI is an EBS-backed, AWS-supported image. The default image includes AWS command line ;
AWS Marketplace 64-bit

tools, Python, Ruby, Perl, and Java. The repositories include Docker, PHP, MySQL, PostgreSQL, and other packages.

Cummunity AMIs Root device type: ebs Virtualization type: hvm

. Red Hat Enterprise Linux 7.2 (HVM), SSD Volume Type - ami-d1315fb1
(] Free tier only (j B P { ) ype
Red Hat Red Hat Enterprise Linux version 7.2 (HVM), EBS General Purpose (SSD) Volume Type
Root device type: ebs Virtualization type: hvm
e, SUSE Linux Enterprise Server 12 SP 1 (HVM), SSD Volume Type - ami-6d701b0d
SUSE Linux SUSE Linux Enterprise Server 12 Service Pack 1 (HVM), EBS General Purpose (SSD) Volume Type. Public Cloud, 64-bit

Advanced Systems Management, Web and Scripting, and Legacy modules enabled.

Root device type: ebs Virtualization type: hvm
@ Feedback (3 English Privacy Policy ~ Terms of Use

6 Chapter 2. Full table of contents:
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4. Search for ami-05384865 (ubuntu-wily-15.10-amd64-server)

Use ami-05384865.

AWS ~ Services v Titus Brown ~  N. California v Support ~

1. Choose AMI 2. Ghoose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Cancel and Exit

Step 1: Choose an Amazon Machine Image (AMI)

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by
AWS, our user community, or the AWS Marketplace; or you can select one of your own AMIs.

Quick Start 1to 1 of 1 AMIs
X
My AMIs
ubuntu/images/hvm/ubuntu-wily-15.10-amd64-server-20160222 - ami-05384865 -
AWS Marketplace ® Sulaot
Root device type: ebs Virtualization type: hvm B4-DIt
Community AMIs
¥ Operating system
[CJAmazon Linux
[ Cent OS al
[ Debian O
(IFedora (<]
(1 Gentoo _/
[ OpenSUSE o
() Other Linux e
[IRed Hat o
@ Feedback (Q English Privacy Policy ~ Terms of Use
H 113 L
5. Click on “Select.
6. Choose m4.large.
ﬁ AWS ~  Services - Titus Brown ~  N. California v Support ~
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review
Step 2: Choose an Instance Type
Family N Type . vePUs (7 . Memory (GIB) Instance Sui,rage (GB) s EBS-Ophmlaied Available s Network Peiﬂormance
t2.nano 1 0.5 EBS only - Low to Moderate
e micr 1 1 EBS only - Low to Moderate
t2.small 1 2 EBS only - Low to Moderate
t2.medium 2 4 EBS only - Low to Moderate
12.large 2 8 EBS only - Low to Moderate
a mé.large 2 8 EBS only Yes Moderate
md.xlarge 4 16 EBS only Yes High
m4.2xlarge 8 32 EBS only Yes High
m4.4xlarge 16 64 EBS only Yes High
Cancel Previous Next: Configure Instance Details
@ Feedback (J English Privacy Pollcy ~ Terms of Use

2.1. Start an Amazon Web Services computer: 7
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7. Click “Review and Launch.”

8. Click “Launch.”

ﬁ AWS ~ Services v Titus Brown ~  N. California v Support ~
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4, Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 7: Review Instance Launch
Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process.

A Improve your instances' security. Your security group, launch-wizard-1, is open to the world.
Your instances may be accessible from any IP address. We recommend that you update your security group rules to allow access from known IP addresses only.
You can also open additional ports in your security group to facilitate access to the application or service you're running, e.g., HTTP (80) for web servers. Edit security groups

A Your instance configuration is not eligible for the free usage tier
To launch an instance that's eligible for the free usage tier, check your AMI selection, instance type, configuration options, or storage devices. Learn more about free usage
tier eligibility and usage restrictions.
¥ AMI Details Edit AMI
ubuntu/images/hvm/ubuntu-wily-15.10-amdé4-server-20160222 - ami-05384865
Root Device Type: ebs  Virtualization type: hvm
v Instance Type Edit instance type
Instance Type ECUs vCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance
Cancel Previous
@ Feedback (Q English Privacy Policy ~ Terms of Use

9. Select “Create a new key pair.”

Note: you only need to do this the first time you create an instance. If you know where your amazon-key.pem file is,
you can select ‘Use an existing key pair’ here. But you can always create a new key pair if you want, too.

If you have an existing key pair, go to step 12, “Launch instance.”

8 Chapter 2. Full table of contents:
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Select an existing key pair or create a new key pair

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
1o obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys autherized for this instance. Learn more
about removing existing key pairs from a public AMI .

| Create a new Key pair I 2 :I

I amazon-key I

Download Key Pair

You have to download the private key file (“.pem file) before you can continue. Store
it in a secure and accessible location. You will not be able to download the file
again after it's created.

10. Enter name ‘amazon-key’.
11. Click “Download key pair.”
12. Click “Launch instance.”

13. Select View instances (lower right)

AWS ~ Services v Titus Brown ~  N. California ~  Support ~

Launch Status

8 ]

How to connect to your instances
Your instances are launching, and it may take a few minutes until they are in the running state, when they will be ready for you to use. Usage hours on your new instances will start

immediately and continue to accrue until you stop or terminate your instances.

Click View Instances to monitor your instances' status. Once your instances are in the running state, you can connect to them from the Instances screen. Find out how to connect to your
instances.

~ Here are some helpful resources to get you started
« How to connect to your Linux instance = Amazon EC2: User Guide

+ Learn about AWS Free Usage Tier + Amazon EC2: Discussion Forum

While your instances are launching you can also

Create status check alarms to be notified when these instances fail status checks. (Additional charges may apply)
Create and attach additional EBS volumes (Additional charges may apply)
Manage security groups

@ Feedback (3 English Privacy Policy Terms of Use

2.1. Start an Amazon Web Services computer: 9
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14. Bask in the glory of your running instance

Note that for your instance name you can use either “Public IP” or “Public DNS”. Here, the machine only has a public
IP.

i‘i AWS ~ Services v Titus Brown v  N. California~  Support ~
EC2 Dashboard (ET )05 2 Connect | Actions v Q o B @ |
Events 4 |
Tags Q 2] 1to10of1
Reports
Limits [ ] Name ~ Instance ID ~ Instance Type ~ Availability Zone -~ Instance State - Status Checks ~ Alarm Status Public DN
=] INSTANCES [} i-0b8237cB md.large us-west-1b @ running Z Initializing None Ye
Instances
Spot Requests
Reserved Instances
Commands
Dedicated Hosts
Instance: | i-0b8237c8 | Public IP: 54.183.148.114 [_N=N=]
=] IMAGES
AMIs Description Status Checks Monitoring Tags
Bundle Tasks
Instance ID  i-0b8237c8 Public DNS
=] ELASTIC BLOCK STORE Instance state  running PublicIP 54.183.148.114
Volumes Instance type  md.large Elastic IP
Snapshots Private DNS  ip-172-30-1-108.us-west- Availability zone  us-west-1b
1.compute.internal
=/ NETWORK & SECURITY Private IPs =~ 172.30.1.108 Security groups  launch-wizard-1. view rules
Security Groups Secondary private IPs Scheduled events  No scheduled events
Elastic IPs VPCID vpc-287f154d AMIID  ubuntu-wily-15.10-amd64-server-
@ Feedback (J English Privacy Policy ~ Terms of Use
| amazon-key.pem < ¥ Show All s

You can now Log into your instance with the UNIX shell or Configure your instance firewall.

Log into your instance with the UNIX shell

You will need the amazon-key . pemn file that was downloaded in step 11 of booting up your new instance (see Start
an Amazon Web Services computer:).

Then, you can either Log into your instance from a Mac or Linux machine or Log into your instance from a Windows
machine.

Log into your instance via the UNIX shell (Mac/Linux)

See: Log into your instance from a Mac or Linux machine

Log into your instance via MobaXTerm (Windows)

See: Log into your instance from a Windows machine

Logging in is the starting point for most of the follow-on tutorials. For example, you can now install and run software
on your EC2 instance.

Go back to the top page to continue: 2016 February AWS tutorial main page

10 Chapter 2. Full table of contents:
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Log into your instance from a Mac or Linux machine

You’ll need to do two things: first, set the permissions on amazon-key . pem:

chmod og-rwx ~/Downloads/amazon-key.pem

Then, ssh into your new machine using your key:

ssh -i ~/Downloads/amazon-key.pem -1 ubuntu MACHINE_NAE

where you should replace MACHINE_NAME with the public IP or hostname of your EC2 instance, which is located
at the top of the host information box (see screenshot below). It should be something like 54.183.148.114 or
ec2—-XXX-YYY.amazonaws.com.

Here are some screenshots!

Change permissions and execute ssh

% chmod og-rwx ~/Downloads/amazon-key.pem

% ssh -i ~/Downloads/amazon-key.pem ubuntu@54.183.148.114

The authenticity of host '54.183.148.114 (54.183.148.114)' can't be established.
RSA key fingerprint is bé6:de:2f:fb:e7:12:e5:1e:5d:66:37:ef:40:bb:b7:¢8.

Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added '54.183.148.114' (RSA) to the list of known hosts.

Successful login

Are you sure you wan o contlinue connecting (yes,/no)? yes
Warning: Permanently added '54.183.148.114' (R8A) to the list of known hosts.
Welcome to Ubuntu 15.10 (GNU/Linux 4.2.0-30-generic x86 64)

* Documentation: https://help.ubuntu.com/

Get cloud support with Ubuntu Advantage Cloud Guest:
http://www.ubuntu.com/business/services/cloud

0 packages can be updated.
0 updates are security updates.

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/deoc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To run a command as administrator (user "root"), use "sudo <command=>".
See "man sudo root" for details.

ubuntu@ip-172-30-1-108:~$ []

2.3. Log into your instance from a Mac or Linux machine 11
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Host information box - MACHINE_NAME location

i‘i AWS ~ Services v Titus Brown v  N. California~  Support ~

EC2 Dashboard (ET )05 2 Connect | Actions v @ - ) |

Events 4 ~ |

Tags Q Q 1to10of1

Reports

Limits [ ] Name ~ Instance ID ~ Instance Type ~ Availability Zone -~ Instance State - Status Checks ~ Alarm Status Public DN
=] INSTANCES [} i-0b8237cB md.large us-west-1b @ running Z Initializing None Ye

Instances

Spot Requests

Reserved Instances

Commands

Dedicated Hosts

Instance: | i-0b8237c8 | Public IP: 54.183.148.114 [_N=N=]

=] IMAGES

AMIs Description Status Checks Monitoring Tags

Bundle Tasks

Instance ID  i-0b8237c8 Public DNS

=] ELASTIC BLOCK STORE Instance state  running PublicIP 54.183.148.114

Volumes Instance type  md.large Elastic IP

Snapshots Private DNS  ip-172-30-1-108.us-west- Availability zone  us-west-1b

1.compute.internal

=/ NETWORK & SECURITY Private IPs =~ 172.30.1.108 Security groups  launch-wizard-1. view rules

Security Groups Secondary private IPs Scheduled events  No scheduled events

Elastic IPs VPCID vpc-287f154d AMIID  ubuntu-wily-15.10-amd64-server-

@ Feedback (J English Privacy Policy ~ Terms of Use
| amazon-key.pem < ¥ Show All s

Logging in is the starting point for most of the follow-on tutorials. For example, you can now install and run software
on your EC2 instance.

Go back to the top page to continue: 2016 February AWS tutorial main page

Log into your instance from a Windows machine

Go follow the instructions this URL:
https://angus.readthedocs.org/en/2015/amazon/log-in- with-mobaxterm-win.html

Logging in is the starting point for most of the follow-on tutorials. For example, you can now install and run software
on your EC2 instance.

Go back to the top page to continue: 2016 February AWS tutorial main page

Configure your instance firewall

Normally, Amazon computers only allow shell logins via ssh (port 22 access). If we want to run a Web service or
something else, we need to give the outside world access to other network locations on the computer.

Below, we will open ports 8000-9000, which will let us run things like RStudio Server. If you want to run other things,
like a Web server, you’ll need to find the port(s) associated with those services and open those instead of 8000-9000.
(Tip: Web servers run on port 80.)

12 Chapter 2. Full table of contents:
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1. Select ‘Security Groups’

Find “Security Groups” in the lower pane of your instance’s information page, and click on “launch-wizard-N".

AWS -~

ices v s Brown v N. California~  Support ~

P (EIL L LS LEl Connect | | Actions v Q o &% 6|

Events

Tags Q 2] 1to1of1

Reports

Limits @ Name ~ Instance ID = Instance Type ~ Availability Zone - Instance State - Status Checks -~ Alarm Status Public DN
= (™) i-0b8237c8 md.large us-west-1b @ running Z Initializing None "

Instances

Spot Requests

Reserved Instances

Commands

Dedicated Hosts

Instance: | i-0b8237¢8  Public IP: 54.183.148.114 _ N ==

=] IMAGES

AMIs Description Status Checks Monitoring Tags

Bundle Tasks

Instance ID  i-0b8237c8 Public DN§ -

=] ELASTIC BLOCK STCRE Instance state  running PublicIP 54.183.148.114

Volumes Instance type  m4.large ElasticIP -

Snapshots Private DNS  ip-172-30-1-108.us-west- Availability zone  us-west-1b

1.compute.internal

=/ NETWORK & SEGURITY Private IPs ~ 172.30.1.108 Security groups | launch-wizar
Security Groups Secondary private IPs Scheduled events  No scheduled events
Elastic IPs VPCID vpc-287f154d AMIID  ubuntu-wily-15.10-amd64-server-
@ Feedback (3 English Privacy Policy ~ Terms of Use
amazon-key.pem - & show all x

2. Select ‘Inbound’

AWS ~ Services v Titus Brown v N. California v  Support v

EC2 Dashboard Create Security Group [JCTLTERY o O e
Events A
Tags Q| search : sg-1e6d817a 2] 1to1of1
Reports
Limits @ Name = GroupID « Group Name ~ VPCID ~ | Description

=] INSTANCES [} sg-1e6d817a launch-wizard-1 vpc-287§154d launch-wizard-1 created 2016-03-06T15:
Instances

Spot Requests

Reserved Instances

Commands

Dedicated Hosts Security Group: sg-1e6d817a _ Nl
=] IMAGES

AMIs Description Outbound Tags

Bundle Tasks

Group name  launch-wizard-1 Group description  launch-wizard-1 created 2016~

=] ELASTIC BLOCK STORE 03-06T15:20:28.001-08:00

Volumes Group ID  sg-1e6d817a VPCID vpc-287f154d

Snapshots

=) NETWORK & SECURITY
Security Groups
Elastic IPs

2.5. Configure your instance firewall 13
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3. Select ‘Edit’

Titus Brown ~  N. California ~

Support ~

EC2 Dashboard

P Create Security Group Y01 R

Q) | search : sg-1e6d817a

Events
Tags
Reports

Limits B | Name b

Group ID

=) INSTANCES [ sg-1e6d817a
Instances

Spot Requests

Reserved Instances

Commands

Dedicated Hosts
Security Group: sg-1e6d817a

= IMAGES
AMIs
Bundle Tasks

Description Inbound QOutbound

=] ELASTIC BLOCK STORE
Volumes
Snapshots
=] NETWORK & SECURITY TCP
Security Groups
Elastic IPs

@ Feedback (3 English

4. Select ‘Add Rule’

Edit inbound rules

Type (i) Protocol (i)
| ssH s | TCP

+ [

I[ Custom TCP Rule TCP

Add Rule

5. Enter rule information

Tags

Protocol

Group Name

launch-wizard-1

o % 0
Q 1to1of1

~ | VPCID ~ Description

vpe-2871154d launch-wizard-1 created 2016-03-06T15:.

|_N =N
Port Range (i) Source (i
22 0.0.0.0/0
Privacy Policy Terms of Use
I
X
Port Range (i) Source (i)
22 | Anywhere 4| 0.0.0.0/0 9 |
|/8000-9000] | | Anywhere +|0.0.0.00 (%)

Add a new rule: Custom TCP, 8000-9000, Source Anywhere.

Cancel

14

Chapter 2. Full table of contents:
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6. Select ‘Save’.

7. Return to the Instances page.

i‘i AWS ~  Services v Titus Brown v N. California v+ Support v
EG2 Dashboard Create Security Group JFY-iLLERg o B e
Events N
Tags Q| search : sg-le6d8i7a (2] 1to10f1
Reports
Limits @ Name ~ GroupID ~  Group Name ~ VPCID ~ Description
—| INSTANCES ) sg-1e6d817a launch-wizard-1 vpc-287§154d launch-wizard-1 created 2016-03-06T15:
Spot Requests
Reserved Instances
Commands
Dedicated Hosts
Security Group: sg-1e6d817a [_ Nl ]
=) IMAGES
AMIs Description Inbound Qutbound Tags
Bundle Tasks
-] ELASTIC BLOCK STORE Edit
Volumes
Snapshots Type (i Protocol (i Port Range (i Source (i
= NETWORK & SECURITY 8SH TGP 22 0.0.0.0/0
Security Groups Custom TGP Rule TGP 8000 - 3000 0.0.0.0/0
Elastic IPs
@ Feedback (@ English Privacy Policy ~ Terms of Use

You’re done!

Go back to the index: 2016 February AWS tutorial main page

Running RStudio Server in the cloud

In this section, we will run RStudio Server on a remote Amazon machine. This will require starting up an instance,
configuring its network firewall, and installing and running some software.

Reference documentation for running RStudio Server on Ubuntu:

https://www.rstudio.com/products/rstudio/download-server/

1. Start up an Amazon instance

Start an ami-05384865 on an m4.xlarge machine, as per the instructions here:

Start an Amazon Web Services computer:.

2. Configure your network firewall

Normally, Amazon computers only allow shell logins via ssh. Since we want to run a Web service, we need to give
the outside world access to other network locations on the computer.

Follow these instructions:

2.6. Running RStudio Server in the cloud 15
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Configure your instance firewall

(You can do this while the computer is booting.)

3. Log in via the shell

Follow these instructions to log in via the shell:

Log into your instance with the UNIX shell.

4. Set a password for the ‘ubuntu’ account

Amazon Web Services computers normally require a key (the .pem file) instead of a login password, but RStudio
Server will need us to log in with a password. So we need to configure a password for the account we’re going to use
(which is ‘ubuntu’)

Create a password like so:

sudo passwd ubuntu

and set it to something you’ll remember.

5. Install R and the gdebi tool

Update the software catalog and install a few things:

sudo apt-get update && sudo apt-get -y install gdebi-core r-base

This will take a few minutes.

6. Download & install RStudio Server

wget https://download2.rstudio.org/rstudio-server-0.99.891-amd64.deb
sudo gdebi -n rstudio-server-0.99.891-amd64.deb

Upon success, you should see:

Mar 07 15:20:18 ip-172-31-6-68 systemd[1l]: Starting RStudio Server...
Mar 07 15:20:18 ip-172-31-6-68 systemd[1l]: Started RStudio Server.

7. Open your RStudio Server instance

Finally, go to ‘http:/* + your hostname + ‘:8787’ in a browser, eg.

http://ec2-XX-YY-33-165.us-west—-1.compute.amazonaws.com:8787/

and log into RStudio with username ‘ubuntu’ and the password you set it to above.

Voila!

You can now just go ahead and use this, or you can “stop” it, or you can freeze into an AMI for later use.

16 Chapter 2. Full table of contents:
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Note that on reboot, RStudio Server will start up again and all your files will be there.

Go back to the index: 2016 February AWS tutorial main page.

Creating your own Amazon Machine Image

1. Actions, Create image

W@ AWS v Services v

EC2 Dashboard ) Connect = Actions » Q@ o % e

Titus Brown v  N. California v Support ~

Events

Tags Q Er -] 1to10f1

Reports

Limits @ Name BTeTenrey|  Launch More Like This ~ | Availability Zone -~ Instance State - Status Checks - Alarm Status Public DN

- Instance State » ) .

=] INSTANGCES (™) i-0bB237¢c4 Instance Settings N us-west-1b @ running & 2i2checks.. None ]

Instances = »

Spot Requests Networking »

Reserved Instances ClassicLink 2

Commands CloudWatch Monitoring »

Dedicated Hosts Instance: | i-0b8237c8  Public IP: 54.183.148.114 _N—Q=
= IMAGES

AMIs Description Status Checks Monitoring Tags

Bundle Tasks Instance [D  1-0b8237¢8 Public DNS -
=] ELASTIC BLOCK STORE Instance state  running Public IP  54.183.148.114

Volumes Instance type  md.large Elastic IP -

Snapshots Private DNS  ip-172-30-1-108.us-west- Availability zone  us-west-1b

1.compute.internal

=/ NETWORK & SECURITY Private IPs ~ 172.30.1.108 Security groups  launch-wizard-1. view rules

Security Groups Secondary private IPs Scheduled events Mo scheduled events

Elastic IPs VPCID vpc-287i154d AMIID  ubuntu-wily-15.10-amdB4-server-

@ Feedback (@ English Privacy Pollcy ~ Terms of Use

2.7. Creating your own Amazon Machine Image 17
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2. Fill out name and description

Create Image

Instance ID  (j) i-0b8237c8

Image name () titus-blast-install

Image description | . ) |for demonstration purposes
No reboot () o]
Instance Volumes
Volume

D.e_iutice P | ' S.Iz_ie. (GiB)

Root /dev/sdal  snap-f7961dcf 8

Volume Type (i)

| General Purpose 55D (GP2) 3|

Delete on
Termination

ID_PS Encrypted
0] @

24/3000 o Not Encrypted

Add New Volume

Total size of EBS Volumes: 8 GiB

When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

3. Wait for it to become available

T} AWS ~  Services v

EC2 Dashboard Actions v

Events 4

Tags Ownedbyme v (O
Reports
Limits [ ] Name ~  AMI Name ~ AMIID

A%

titus-blast-install ami-240f7c44

=] INSTANCES

Instances

Spot Requests
Reserved Instances
Commands
Dedicated Hosts

=] IMAGES
AMIs
Bundle Tasks
=] ELASTIC BLOCK STORE
ASTIEBE N Image: ami-240f7c44
Velumes

Snapshots Details

Permissions Tags
=) NETWORK & SECURITY
Security Groups

Elastic IPs AMIID  ami-240f7c44

@ Feedback (@ English

(=TSl Create Image

Titus Brown v  N. California v Support

o 0
e 1to1of1

Source ~ Owner ~  Visibility ~ Status ~  Creation Date

817232153141/ti...  B17232153141 Private pending March 6, 2016 at 4:42:

Edit

AMI Name titus-blast-install

Privacy Pollcy Terms of Usa

Go back to the index: 2016 February AWS tutorial main page

18

Chapter 2. Full table of contents:




labibi Documentation, Release 1.0

Working with persistent storage: volumes and snapshots

Volumes are basically UNIX disks (“block devices”) that will persist after you terminate your instance. They are tied
to a zone within a region and can only be mounted on instances within that zone.

Snapshots are an Amazon-specific thing that let you communicate data on volumes between accounts. They are “read-
only” backups that are created from volumes; they can be used to create new volumes in turn, and can also be shared
with specific people (or made public). Snapshots are tied to a region but not a zone.

Creating persistent volumes to store data

0. Locate your instance zone

Events

Tags Q (2] 1to1of1
Reports
Limits @ Name ~ Instance ID -« Instance Type - Availability Zone -~ Instance State ~ Status Checks - Alarm Status Public DNS ~  Publl

.

=] INSTANCES a i-27d61392 md.large us-west-Tc. @ running & 2/2checks...  None w  ec2-54-215-186-13.us-... 5421
Instances
Spot Requests
Reserved Instances
Commands
Dedicated Hosts
=) IMAGES
AMIs Instance: | -27d61392  Public DNS: ec2-54-215-186-13.us-west-1.compute.amazonaws.com |_ N =R ]

Bundle Tasks
Description Status Checks Menitoring Tags
=) ELASTIC BLOCK STORE

Volumes Instance ID  -27d61392 Public DNS  ec2-54-216-186-13.us-west-
Snapshots 1.compute.amazonaws.com
Instance state  running Public IP  54.215.186.13
=] NETWORK & SECURITY Instance type ~ md.large Elastic IP
Security Groups Private DNS  ip-172-31-6-68.us-west-1.compute.internal Availability zene
Elastic IPs Private IPs ~ 172.31.6.68 Security groups  launch-wizard-4. view rules
Placement Groups Secondary private IPs Scheduled events Mo scheduled events
Key Pairs VPCID vpc-4bea223 AMIID  ubuntu-wily-15.10-amd@4-server-20160222

2.8. Working with persistent storage: volumes and snapshots 19
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1. Click on the volumes tab

AWS ~

ices -

‘ cove

Q) | search : i-0b8237c8

EC2 Dashboard
Events
Tags

Reports

Name - Instance |

Limits

=| INSTANCES
Instances
Spot Requests
Reserved Instances
Commands

Dedicated Hosts Instance: | i-0b8237c8

=] IMAGES
AMIs
Bundle Tasks

Description Status Checks

Instance ID
=| ELASTIC BLOCK STORE Instance state

Volumes

Snapshots

Instance type

Private DNS
=l NETWORK & SECURITY Private IPs
Security Groups Secondary private IPs

Elastic IPs VPCID

@ Feedback (@ English

2. ‘Create Volume’

AWS ~

EC2 Dashboard Actions v

Events

Tags
Reports

Name v | VolumelD ~

Limits

=] INSTANCES vol-2075f29d
Instances

Spot Requests

Reserved Instances

Commands

Dedicated Hosts

AMIs

Bundle Tasks

=] ELASTIC BLOCK STORE
Volumes

Snapshots Volumes: | vol-207520d

= NETWORK & SECURITY Description Status Checks
Security Groups

Elastic IPs Volume ID

Size 8

Created
Key Pairs -

Placement Groups

i-0bB237c8

Monitoring

Actions v

D -

md large

Public IP: 54.183.148.114

Menitoring = Tags

i-DbB237cB

running

md.large
ip-172-30-1-108.us-west-
1.compute.internal
172.30.1.108

vpc-287f154d

Size =

BGiB gp2

Tags

vol-2075f29d

GiB

March 7, 2016 at 7:03:33 AM UTC-8

Instance Type -

Volume Type ~

Titus Brown ~

Availability Zone - Instance State ~

us-west-1b @ running

Public DNS
Public IP
Elastic IP
Availability zone

Security groups
Scheduled events
AMIID

I10PS -~ Snapshot ~ Created

243000 snap-f7961def

Alarm status
Snapshot
Availability Zone

Status Checks -

@ 2i2 checks ...

March 7, 2016 at 7:...

N. California v Support v

1ito1of1

L B )

(2]

Alarm Status Public DN

None

54.183.148.114

us-west-1b

launch-wizard-1. view rules
Ne scheduled events

ubuntu-wily-15.10-amd64-server-

Privacy Policy Terms of Use

tus Brown ~  N. California ~

Support v

Lo N °]

(2]

1to10of1

~ Availability Zone ~ State ~ | Alarm

us-west-1c @ in-use None

None
snap-f7961def
us-west-1c

20
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3. Configure your volume to have the same zone as your instance

Create Volume X

Volume Type (i) | General Purpose 55D (GP2) ™
Size (GIB) (i) 100 Min: 1 GiB, Max: 16384 GiB)
IOPS (i) 300 /3000 (Baseline of 3 IOPS per GiB)
Availability Zone (i) | us-west-1c : )

SnapshotID (j)

Encryption (j) [ Encrypt this volume

4. Wait for your volume to be available

Titus Brown ~  N. California v  Support +

EC2 Dashboard
, R i o6 6

Events

Tags Q [~] 1to20f2

Reports

Limits Name ~ VolumelD -~ Size ~ Volume Type - 10PS ~ Snapshot -~ Created ~ Availability Zone ~ 81
= INSTANGES vol-21etag8e 100 GiB gp2 300/ 3000 March 6, 2016 at 4:...

Instances [ ] vol-B9dd9526 BGiB ap2 24/ 3000 snap-f7961dcf March 6, 2016 at 3:... us-west-1b d

Spot Requests

Reserved Instances
Commands
Dedicated Hosts

= IMAGES
AMIs
Bundle Tasks

=) ELASTIC BLOCK STORE
" N Volumes: | vol-89dd9526 _N_Qa|

Volumes

Snapshots Description Status Checks Monitoring Tags
=] NETWORK & SECURITY
e Volume D vol-89dd9526 Alarm status  None
Security Groups Size BGB Snapshot  snap-f7961dcf

Elastic IPs Created March 6, 2016 at 3:21:16 PM Availability Zone  us-west-1b

@ Feedback (@ English Privacy Policy ~ Terms of Use
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5. Select volume, Actions, Attach volume

an

<« C' | @ hups://us-west-1.console.aws.amazon.com/ec2 /v2 fhome?region=us-west-1#Volumes:sort=desc:create... & 3¢ "ﬁo a % wod o =

W AwWS - ices

EC2 Dashboard
, [ oo

Events
Q

ftus Brown v  N. California v+ Support ~

Tags 2] 1to20f2

Reports

Name Volume Type ~ |OPS ~ Snapshot ~ Created ~ Availability Zone ~ Si

Limits

=] INSTANCES E Create Snapshot op2 300 / 3000 March 6, 2016 at 4:... us-west-1b []
Instances Change Auto-Enable |0 Setting gp2 24 1 3000 snap-{7961dcf March 6, 2016 at 3:...  us-west-1b o
Spot Requests Add/Edit Tags
Reserved Instances
Commands
Dedicated Hosts

=] IMAGES

AMis

Bundle Tasks
=] ELASTIC BLOCK STORE
" = Volumes: | vol-21e1ag8e _N Q=]
Volumes

Snapshots Description Status Checks Monitoring Tags

=] NETWORK & SECURITY
- Volume ID  vol-21e1aSBe Alarm status  None

Size 100 GB Snapshot -
Created  March 6, 2016 at 4:63:31 PM Availability Zone  us-west-1b

Security Groups
Elastic IPs

@ Feedback (3 English Privacy Pollcy ~ Terms of Uss

6. Select instance, attachment point, and Attach

Here, your attachment point will be ‘/dev/sdf” and your block device will be named ‘/dev/xvdf’.

Attach Volume X
Volume (i) vol-21e1a9Be in us-west-1b
Instance (i) |i-0b823?ca | in us-west-1b

Device (i) /dev/sdf

Linux Devices: /dev/sdf through /dev/sdp

Note: Newer Linux kernels may rename your devices to /dev/xvdf through /dev/xvdp internally, even when the device name entered here
(and shown in the details) is /dev/sdf through /dev/sdp.

Cancel

7. On your instance, list block devices

Type:

1sblk

You should see something like this:
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NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
xvda 202:0 0 8G 0 disk

‘-xvdal 202:1 0 8G 0 part /

xvdf 202:80 0 100G 0 disk

Now format the disk (ONLY ON EMPTY DISKS - THIS WILL ERASE ANY DATA ON THE DISK):

sudo mkfs -t extd4d /dev/xvdf

and mount the disk:

sudo mkdir /disk
sudo mount /dev/xvdf /disk
sudo chmod a+rwxt /disk

and voila, anything you put on /disk will be on the volume that you allocated!
The command ‘df -h” will show you what disks are actually mounted & where.
Detaching volumes

1. Unmount it from the instance

Change out of the directory, stop any running programs using it, and then:

sudo umount /disk

2. Detach

On the ‘volumes’ tab in your EC2 console, go to Actions, Detach.

ﬁ AWS ~  Services v Titus Brown ~  N. California v Support ~

EC2 Dashboard Create Volume JFTILTERS o & @
Events A
Tags Q 2] 1to20f2
Reports
Limits Name Detach Volume Volume Type -~ 10PS ~ Snapshot ~ Created ~ Availability Zone ~ Si
Force Detach Volume
=] INSTANCES E Create Snapshot gp2 300/ 3000 March 6, 2016 at 4:... us-west-1b d
Instances Change Auto-Enable 10 Setting gp2 2473000 snap-f7961def March 6, 2016 at 3:... us-west-1b [}
Spot Requests Add/Edit Tags
Reserved Instances
Commands
Dedicated Hosts
=) IMAGES
AMIs
Bundle Tasks
Volumes: | vol-21e1a298e _N=N=]|
Volumes
Snapshots Description Status Checks Monitoring Tags
= NETWORK & SECURITY
o ‘ Volume ID  vol-21e1age Alarm status  None
Security Groups Size 100 GiB Snapshot
Elastic |Ps Created  March 6, 2016 at 4:53:31 PM Availability Zone  us-west-1b
@ Feedback (@ English Privacy Policy ~ Terms of Use
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3. Yes, detach.

Detach Volume X

Are you sure you want to detach this volume?
vol-21e1aS8e

Cancel [T

Note, volumes remain attached when you reboot or stop an instance, but are (of course) detached when you terminate
an instance.

Creating snapshots of volumes

1. Actions, Create snhapshot

ﬁ AWS Services ~ Titus Brown v N. California~  Support ~

EC2 Dashboard Create Volume [.TS RS
Events 4

Tags Q

Reports

o % 9
[~] 1to20f2

Name Volume Type ~ IOPS ~ Snapshot ~ Created ~ Availability Zone ~ Si

Limits
ot gp2 300/ 3000 March 6, 2016 at4:...  us-west-1b [ ]
Change Auto-Enable IO Setting ap2 24/ 3000 snap-fT961dcf March 6, 2016 at 3:... us-west-1b d
Spot Requests Add/Edit Tags

Reserved Instances

=) INSTANCES a
Instances

Commands
Dedicated Hosts

=] IMAGES

AMIs

Bundle Tasks
=] ELASTIC BLOCK STORE
et EeRE Volumes: | vol-21e1a98e _N =]
Volumes

Snapshots Description Status Checks Menitoring Tags

=] NETWORK & SECURITY
Volume ID  vol-21e1a98e Alarm status ~ None

Size 100 GiB Snapshot -
Created  March 6, 2016 at 4:53:31 PM Availability Zone  us-west-1b

Security Groups
Elastic IPs

@ Feedback (@ English Privacy Policy  Terms of Use
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2. Fill out name and description

Create Snapshot X
Volume (i) vol-21e1a98e
Name (i) titus test snapshot
Description (i) for demonstration purposes

Encrypted () Mo

3. Click ‘Close’ & wait.

Create Snapshot X

® Snapshot Creation Started
View snapshot snap-47ea5261

Close

Terminating your instance

Amazon will happily charge you for running instances and/or associated ephemeral storage until the cows come home
- it’s your responsibility to turn things off. The Right Way to do this for running instances is to terminate.

2.9. Terminating your instance 25
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The caveat here is that everything ephemeral will be deleted (excluding volumes that you created/attached). So you
want to make sure you transfer off anything you care about.

To terminate:

1. Select Actions, Instance State, Terminate

In the ‘Instances’ tab, select your instance and then go to the Actions menu.

Wl AWS ~  Services v

EC2 Dashboard . T -8 Connect

Titus Brown +  N. California +  Support +

Events @ o & 0

Tags Q, | search : i-008237c8 2] 1to10f1

Reports

Limits @ Name - btk AL I - Availability Zone - Instance State - Status Checks - Alarm Status  Public DN

Lt tate » ) =

=) INSTANCES [ ] instance Setlings D @ running & 2/2checks... None -3

Instances Image )

Spot Requests Networking >

Reserved Instances ClassicLink »

Commands CloudWatch Monitoring »

Dedicated Hosts Instance: | i-0b8237¢8  Public IP: 54.163.148.114 _B Q=]
= IMAGES

AMIs Description Status Checks Monitoring Tags

Bundle Tasks Instance I 1-0b8237c8 Public DNS -
=) ELASTIC BLOCK STORE Instance state  running PublicIP  54.183.148.114

Volumes Instance type ~ mé.large ElasticIP -

Snapshots Private DNS  ip-172-30-1-108.us-west- Availability zone  us-west-1b

1.compute.internal

=/ NETWORK & SECURITY Private IPs ~ 172.30.1.108 Security groups  launch-wizard-1. view rules

Security Groups Secondary private IPs Scheduled events  No scheduled events

Elastic IPs VPCID vpc-287§154d AMIID  ubuntu-wily-15.10-amd64-server-

@ Feedback (@ English Privacy Policy ~ Terms of Use

2. Agree to terminate.
Terminate Instances X

A Warning
On an EBS-backed instance, the default action is for the root EBS volume to be deleted when
the instance is terminated. Storage on any local drives will be lost.

Are you sure you want to terminate these instances?
i-0bB237c8

L e T T AT T A SR = =T = ey —————x a1

26 Chapter 2. Full table of contents:



labibi Documentation, Release 1.0

3. Verify status on your instance page.

Instance state should be either “shutting down” or “terminated”.

i‘i AWS +  Services v Titus Brown v N. California~  Support v
EC2 Dashboard Launch Instance Actions v Q o B @
Events 4
Tags Q Q 1to20f2
Reports
Limits Name ~ Instance ID + Instance Type ~ Availability Zone -~ Instance State - Status Checks ~ Alarm Status Public DN
=) INSTANCES P i-0b8237c8 md.large us-west-1b _ shutting-do... None =
Instances i-bd72c777 t2.micro us-west-1b () terminated None -
Spot Requests
Reserved Instances
Commands
Dedicated Host:
edleated Hosts Instance: | i-0b8237c8  Public DNS: - _N_Na=|
= IMAGES
AMIs Description Status Checks Monitoring Tags
Bundle Tasks
undie Tas Instance ID  -0b8237¢8 Public DNS
=] ELASTIC BLOCK STORE Instance state  shutting-down Public IP
Volumes Instance type  m4.large Elastic IP
Snapshots Private DNS - Availability zone  us-west-1b
Private IPs Security groups
=] NETWORK & SECURITY Secondary private IPs Scheduled events -
Security Groups VPCID - AMIID  ubuntu-wily-15.10-amd64-server-
Elastic IPs 20160222 (ami-05384865)
@ Feedback (@ English Privacy Policy ~ Terms of Use

Return to index: 2016 February AWS tutorial main page

Things to mention and discuss

When do disks go away?

e never on reboot;

* ephemeral disks go away on stop;

AMI-attached volumes go away on terminate;
« attached volumes never go away on terminate and have to be explicitly deleted;

* snapshots only go away when you explicitly delete them.

What are you charged for?

* you are charged for a running instance at the @ @instance price rates;

 ephemeral storage/instance-specific storage is included within that.

* when you stop an instance, you are charged at disk-space rates for the stopped disk;
* when you create a volume, you are charged for that volume until you delete it;

* when you create a snapshot, you are charged for that snapshot until you delete it.

2.10. Things to mention and discuss 27
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To make sure you’re not getting charged, go to your Instance view and clear all search filters; anything that is “running”
or “stopped” is costing you. Also check your volumes and your snapshots - they should be empty.

Regions vs zones:

¢ AMIs and Snapshots (and keys and security groups) are per region;

* Volumes and instances are per zone;

28 Chapter 2. Full table of contents:
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Indices and tables

* genindex
* modindex

e search
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